Kpuntorpadusna &
1 MNMony4ute KYLU pecypc /vl crypto/eio
https://edupirfintech.sberbank.ru:9443/fintech/api/vl/crypto/eio

BbinonHunTb 3anpoc B Swagger
https://edupirfintech.sberbank.ru:9443/fintech/api/swagger-ui.html#!/Crypto/getEioCryptolnfoUsingGET

NVCWDIOJ'EiO MNony4eHwe kpuntomHdopmaummn ang EVO (KYL, nons3oeatenu u 1.4.)

KAK?

Otnpasnsetcs 3anpoc Ha nonyyeHne KYL - Kog YaoctoBepstowero LleHTpa
B 3anpoce 3anonHute napametp Authorization — BBegnte Access Token

Parameters
Parameter Value Description Parameter Type Data Type
Authorization :'fﬁStha?-a4ad-4992-b461-2?3531 c0bcB8-1| | Access token opraHuzaymun-  header string
KNWEHTa, NONYYeHHbIA Yepes
SS0
YTO?

N3 oTBeTa Bo3bMUTE Bawum 3HadeHus certCenterCode — (npumep: AOOSLT) mn certCenterNum — (npumep: 05, ganee no npoueccy notpedyercs
YBENMUYUTb Ha +1)

Response Body

{
"certCenterCode"”: "ABBSLT",
"certCenterNum™: "@5",

“certBank": "----- BEGIN CERTIFICATE


https://edupirfintech.sberbank.ru:9443/fintech/api/v1/crypto/eio
https://edupirfintech.sberbank.ru:9443/fintech/api/swagger-ui.html#!/Crypto/getEioCryptoInfoUsingGET

Kpuntorpadusna
2. PaboTa co ckpuntom

OTtkponTte ghann - create_windows.txt.

2.1 Chopmupymnte BICRYPTID

Ckneunte KYL|, - AOOSLT, Tekywmn Homep ceptudukarta 05 + 1 = 06, DNO nonb3oBaTena AnNg KOTOPOro Co3aaéTca
ceptndukat, B utore nonydaem - BICRYPTID="A005LT06s®am6620210".

2.2 [lanee ona KoMaHg Heo6X0AMMO YKa3aTb BEPHbIE NYTU:
"C:\Program Files\OpenSSL-Win64\bin\openssl" - pacnonoxeHune openssl.exe

" C:/Users/CryptoPro/Windows/devl.ext " - nyTb o danna ns kotoporo chopmmupyetca pamn extl

] devi.ext 27.09.2022 13:00
] dev2.ext 08.09.2021 17:58
| dev3.ext 08.09.2021 17:58
|| devd.ext 17.02.2022 10:24

* B (hanne devl.ext Tpebyetcs M3MEeHUTb 3Ha4YeHNe Ha Haw ccpopmmpoBaHHbin BICRYPTID

‘asnl1=SEQUENCE:ext 18

[extl) N3

fieldl1=0ID:1.2.643.3.123.3.108
field2=OCTWRAP, FORMAT : UTF8, UTF8 :A005LT0bs®am6620210
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2.3 "C:sers /20266754 /Desktop/Aleksandr/Crypto/Crypto-3/CryptoPro/Windows /extl"" - yka3biBaem nyTb, Kyaa TpebyeTca pa3mecTuTb
CHOPMUPOBAHHBIN P ann pacnonoxeHns dannos Ha cepepe(devl - dev4)

B utore nony4yaem npumep CTPOKM:

"C:\Program Files\Openssl\openssl.exe" asnlparse -genconf "C:/Users/20266754/Desktop/Aleksandr/Crypto/Crypto-
3/CryptoPro/Windows/devl.ext" -out "C:/Users/20266754/Desktop/Aleksandr/Crypto/Crypto-3/CryptoPro/Windows/extl1" -dump

2.4 lybnupyem cTpoky 4 pa3a - MeHsaeM devil.ext dev2.ext dev3.ext dev4.ext n B koHue cTpokn extl ext2 ext3 ext4:

"C:\Program Files\Openssl\openssl.exe" asnlparse -genconf "C:/Users/20266754/Desktop/Aleksandr/Crypto/Crypto-
3/CryptoPro/Windows/devl.ext" -out "C:/Users/20266754/Desktop/Aleksandr/Crypto/Crypto-3/CryptoPro/Windows/extl1" -dump

"C:\Program Files\Openssl\openssl.exe" asnlparse -genconf "C:/Users/20266754/Desktop/Aleksandr/Crypto/Crypto-
3/CryptoPro/Windows/dev2.ext" -out "C:/Users/20266754/Desktop/Aleksandr/Crypto/Crypto-3/CryptoPro/Windows/ext2" -dump

"C:\Program Files\Openssl\openssl.exe" asnlparse -genconf "C:/Users/20266754/Desktop/Aleksandr/Crypto/Crypto-
3/CryptoPro/Windows/dev3.ext" -out "C:/Users/20266754/Desktop/Aleksandr/Crypto/Crypto-3/CryptoPro/Windows/ext3" -dump

"C:\Program Files\Openssl\openssl.exe" asnlparse -genconf "C:/Users/20266754/Desktop/Aleksandr/Crypto/Crypto-
3/CryptoPro/Windows/dev4.ext" -out "C:/Users/20266754/Desktop/Aleksandr/Crypto/Crypto-3/CryptoPro/Windows/ext4" -dump
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"C:\Users\20266754\Documents\CSP\cryptcp.exe" - yka3aTb KOPPEKTHbIN NYTb A0 exe ¢anna yTunmTbl KOMaHAHOW CTPOKM AN
noanucK n wmndposaHmna dannos.

2.5. Oanee popMumpyeM CTpoOKy:

-dn "CN=®am66202 Nma66202 01466202, C=RU, O="000 ""MAPTHEP- 662""", 2.5.4.11=partner662, T=partner662,
E=test user@sberbank.ru“

« CN=10am66202 Mma66202 01466202 - DUNO

« (C=RU - Kop cTpaHbl

« 0=000 NMAPTHEP-662 - Ha3BaHue opraHuM3auuu

« 2.5.4.11=partner662 - Nogpa3peneHne 0603HauYeHue: OU
* T=partner662 - JOMKHOCTb

e E=test _user@sberbank.ru-n\qa

NToroBasa koMaHaa BbIrnaamT ciegyowmm o6pa3om (3To CTPOKaA):

C:\Users\20266754\Documents\CSP\cryptcp.exe" -creatrgst -provtype 80 -dn "CN=0am66202 NmMa66202 OT466202,C=RU,0=000 NMAPTHEP-
662,2.5.4.11=partner662,T=partner662,E=test_user@sberbank.ru" -cont "container-test1" -ku -both -pin 11111 -exprt -ext
"C:/Users/20266754/Desktop/Aleksandr/Crypto/Crypto-3/CryptoPro/Windows/ext1" -ext "C:/Users/20266754/Desktop/Aleksandr/Crypto/Crypto-
3/CryptoPro/Windows/ext2" -ext "C:/Users/20266754/Desktop/Aleksandr/Crypto/Crypto-3/CryptoPro/Windows/ext3" -ext
""C:/Users/20266754/Desktop/Aleksandr/Crypto/Crypto-3/CryptoPro/Windows/ext4" "C:/Users/20266754/Desktop/Aleksandr/Crypto/Crypto-
3/CryptoPro/Windows/request_6_cms.der"


mailto:E=test_user@sberbank.ru

Kpuntorpadusna

2.6 Mocne dopMupoBaHUa peaynbTupylowero ¢anna-sanpoca *******%*% der g HeM Hy)XHO ByaeT nonpaBuUTb:

s request_6_cms.der

*  Ypanute cnoso NEW B Hauane v KoHLe daina, ecim ectb.

* 3ameHuTe BCe NepeHockl cTpok Windows B daine, B pesynbtate nonyumntca Gan, ¢ COAEPXMMbIM B BUAE CTPOKM)
KAK: Notepad++ KomaHaa Replace

Find what: “\r\n”’

Replace with: “\\n“

* BcraBbte B Havano - BEGIN CERTIFICATE REQUEST -—---

* BcraBbTe B KOHeL| - END CERTIFICATE REQUEST -——--
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MoarotoBneHHbIN pann 3anpoca cepTudmukara.
s request_6_cms.der

OomkeH nonyuntbca Takoun pann.der:

--—-BEGIN CERTIFICATE REQUEST—--\nMIIDQzCCAvACAGAWEbUxKjA0BgkghkiGOwWOBCAQEWGOFsVmirdEtlem5IdHNvdkBz
\nYmVyYmFuaySydTETMBEGALUEDAWKcGFydG5lejY2MjETMBEGALUE CwwiKcGFyd G5l
\nej¥2MjEIMCAGATUECgwZ017QntCelNCIOIDQoNCI0I3QldCelLTY2 MJELMAKGALIUE
\nBhMCUIUxLDAgBgNVBAMMISCKOLDQvDY2MjAYINCYOLzRjzY2MjAYINCeOYLRhzY2
\nMjayMGYwHwYIKoUDBWEBAQEWEWYHKoUDAg kAAYIKoUDBWEBAgIDOWAEQG9aFM78

\nCARj7IE+fliivKlgnCKwIEDUVIOwiRNOO5C5aDTRAtYYZsnguQOCf31vbpFijlLI\n3ADz IFIfUF motF+gggHIMBoGCisGAQQOBgjcNAgMxDBYKNidyLjkyMDAUM]BOBgkr

\nBgEEAYI3FROQXQTA/AGEFDB1DQUItVINOLTAWMTU1IMDguc2InbWEuc2)yZiSydQwO
\nUOIHTUFcMjAyNjY3NTQMC2NyeXBOY3AuZXhIMIGPBgorBgEEAYI3DQICMYGAMHAC
\nAQEedgBDAHIAeQBwAHOAbwAtAFAACgBVACAARWBPAFMAVAAGAFIAIAAZADQALgAX
\nADAALQAYADAAMOAYACAAQWBYAHKACABOAGBAZWBYAGEACABOAGKAYWARAFMAZQBY
\nAHYAaQBjAGUAIABQAHIAbwB2AGKAZABIAHIDAQAWgcgGCSqGSIb3DOEID|GBUjCB
\ntzATBgNVHSUEDDAKBggrBgEFBOcDBDAOBENVHQASBAFSEBAMCBPAWIQYHKoUDA3sD
\nAQQaDBhBMDALTFOWNHPOPNCWOLW2NjlwMtCY0J4wEgYDVROTAQH/BAgWBEEBAAIB

\nADAUBgecqhQMDewMEBAKGByqF AwN7BQQOWIAYIKoUDBWEBAQEEFDASBgeghQMCAhSE
\nBgeghQMCAIMCMBOGA1UdDgQWBBSZhRD5DPVghbdeoXRk2CMyv6H2wzAKBggghQMH
\nAQEDAgNBAFYNIXKIgsgSFM1MO1XAGAGt1Ld35UjcoP4DzIFisVIFCnIXKEc8rPwX\niFgKZhBnYEI1bmM14mX5Hg6 7TWYEYWu8=\n

END CERTIFICATE REQUEST-----
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CcopmMupyiTe 3anpoc Ha co3gaHne HOBOro cepTudmkara.

3. @opMupyeM json 3anpoc asis OTNPaBKU:

*MapameTtp externallD "32a6dd81-103a-4d3a-8e9b-0bad4b528f5f6" — cbopmmpyeTcs Bamu CamMOCTOSATENBHO.

{
"email": "test_user@sberbank.ru",
"externalld": "32a6dd81-103a-4d3a-8e9b-0ba4b528f5f6",
"login": "User662-00-02",
"number": "06",
"orgName": "O00 \"MNAPTHEP-662\"",

"pkecs10": {
"bicryptld": "AO0O5LT06s®am6620210",
"cms': M--—- BEGIN CERTIFICATE REQUEST-----

\nMIIDQzCCAVACAQAwgbUxKjAoBgkghkiGO9wOBCQEWGOFsVmlrdEtlem5ldHNvdkBz\nYmVyYmFuay5ydTETMBEGA1UEDAwWKcGFydG5lcjY2MJETMBEGA1UECWwWKCcGFydG5L\ncjY
2MjEiIMCAGA1UECgwZ0J7QntCelNCfOJDQONCi0J3QLdCgLTY2MJELMAKGALIUE\NBhMCULUXLDAgBgNVBAMMI9CkOLDQVDY2MjAyINCYOLZzRjzY2MjAyINCe0YLRhzY2\nMjAyMGYwH
wYIKoUDBWEBAQEWEWYHKoUDAgIkAAYIKoUDBWEBAgIDQWAEQG9aFM78\nCAhj7IE+fliivKlgnCKwlEDUV90wiRNOO5C50DTRNtVYZsnguQOCf31vbpFijlLI\n3ADz1FlfUFmotF+gg
gHJMBoGCisGAQQBgjcNAgMxDBYKNi4yLjkyMDAuMjBOBgkr\nBgEEAYI3FRQxQTA/AgEFDB1DQUItVINOLTAWMTU1IMDguc2lnbWEuUc2JyZi5ydQwO\nUOLHTUFcMjAyNjY3NTQMC
2NyeXBOY3AuZXhlMIGPBgorBgEEAYI3DQICMYGAMH4C\nAQEedgBDAHIAeQBWAHQAbwAtAFAAcgBvACAARWBPAFMAVAAQAFIAIAAzZADQALgAX\nADAALQAYADAAMQAYACAAQ
wByAHKACABOAGBAZWBYAGEACABOAGKAYWAgAFMAZQBY\nAHYAaQBjAGUAIABQAHIAbwB2AGKAZABIAHIDAQAwWgcgGCSqGSIb3DQEJDjGBuUjCB\ntzATBgNVHSUEDDAKBggrBgE
FBQcDBDAOBgNVHQ8BAfSEBAMCBPAWJQYHKoUDA3sD\nAQQaDBhBMDA1TFQWNHPQpNCwOLW2NjlwMtCY0J4wEgYDVROTAQH/BAgwBgEBAAIB\nADAUBgcqghQMDewMEBAkKG
BygFAWN7BQQwIAYIKoUDBWEBAQEEFDASBgcghQMCAh8B\nBgcghQMCAIMCMBOGA1UdDgQWBBSZhRD5DPVghedeoXRk2CMyveH2wzAKBggghQMH\nAQEDAgNBAFYNLXKIgsq
SFM1MO01XAGA6t1Ld35UjcoP4DzIFi6VIFCnIXK6c8rPwX\niFqK2hBnYEI1lbmM14mX5Hg67WYEyWu8=\n----- END CERTIFICATE REQUEST----- L

i
"userName": "®am66202 MmMa66202 0T466202",
"userPosition": "partner662"

}



Kpuntorpadus

3.1 OtnpaBKa 3anpoca B Swagger

KAK?

Pecypc vi/crypto/cert-reguest/eio

https://edupirfintech.sberbank.ru:9443/fintech/api/swa

Eli=

ui.html#!/Crypto/createCertRequestEioUsingPOST

[lna oTnpaBKkn 3anpoca Ha co3gaHue cepTudukaTa
paHee chOpMUPOBAHHbLIM jSON 3arnpoc NOMECTUTE B
none certReguest

Ivi/crypto/cert-requests/eio

Parameters

Parameter Value

Authorization 19c5ba7f-3aab-418f-a815-7d366a6ac234-1

certRequest {

"email” :"test_useresberbank. ru”,
"externalld": "32a6dd81-103a-4d3a-

8e9b-0badb528f5f6",
"lngin": "llsarih2.00.A2" .

Parameter content type: application/json v

Description

Access token
opraHu3aumm-
KNHeHTa,
nony4eHHbIn
yepes SSO

3anpoc Ha
HOBbIW
cepTudukar
ot EMO



https://edupirfintech.sberbank.ru:9443/fintech/api/swagger-ui.html#!/Crypto/createCertRequestEioUsingPOST

Kpuntorpadus

Response Body

"externalld”: "32a6dd81-103a-4d3a-8e9b-0badbs28f5f6",
“"userName”: "0am66202 WMA66202 OTu66202",
"userPosition™: "partner662”,

“orgName™: “000 \"NAPTHEP-662\"",

"email™: “test_user@sberbank.ru”,

Nonyyaem oTBeT: P e
"cas®: “-e--- BEGIN CERTIFICATE REQUEST----- \nNMIIDQzCCAVACAQAWEDUXK JA0Bgkqhk i GIWOBCQEWGOF sVm1 rdE t1em51dHNvdkBz \nYaVyYnFuaySy
“bicryptlId®: “ABOSLTO6s0am66202M0"
b

“bankStatus”: “"DELIVERED",

"bankComment”: "Public Key DS: 6fSaldcefc080863ec813e7¢88a2bcaf9609¢22b09440ee57dd308913743b90b9\nad34d19ed55866c9¢0b903827¢7d
“number”: "06",

“login®: "User662-00-02"
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4. MNonyyute cratyc ceptnudukara.

KAK?

* Pecypc GET /vl/crypto/cert-requests/eio/{externalld}/state

» Swagger https://edupirfintech.sberbank.ru:9443/fintech/api/swagger-ui.html#!/Crypto/getStatusEioUsingGET

Iv1/crypto/cert-requests/eio/{externalld}/state Mony4enue cTaTyca 3anpoca Ha HoBbIi cepTudmkat ana ENO

Authorization - Access Token

externallD - npugymanun paHee camu

Parameters
Parameter Value Description Parameter Type Data Type
Authorization 19c5baff-3aab-418f-a815-7d366abac234-1 Access token oprannsauuu-  header string
KNnueHTa, I"ID]'IY‘-IEHHI:II‘! "IEFIBJ
SSO
externalld 32a6dd81-103a-4d3a-8e9b-0badh52815f6 BHewHui UUID 3anpoca Ha path string

HOBbIW cepTuduKaT

Response Body

{

“bankStatus”: “ACCEPTED",
“bank( t": "Public K D5: 6f5aldcefc@B0863ecBlielcBBalbcad609c22b09440ee57ddI08913743b90b9\nad34d19ed55866c9e0b903827F7d
i e - S BAXKHO! Tonbko nocrie cratyca ACCEPTED MOXHO
) 3anpalumBarb nevatHylo popmy (3asiBrieHue Ha Bbinyck

cepmdmkarta)!



https://edupirfintech.sberbank.ru:9443/fintech/api/swagger-ui.html#!/Crypto/getStatusEioUsingGET
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5. CkayanTe 3asiBNieHne Ha BbINycK cepTudukara.

KAK?

* Pecypc GET Ivl/crypto/cert-requests/eio/{externalld}/print

» Swagger https://edupirfintech.sberbank.ru:9443/fintech/api/swagger-ui.html#!/Crypto/printEioUsingGET

Ivi1/crypto/cert-requests/eio/{externalld}/print Mony4eHue ne4aTHoM hOpMbI 3anpoca Ha HoBbIN cepTudmkat ana EMO

Authorization - Access Token

externalld - npugymanu paHee camu

Response Body
Parameters
Paramaeter Value Description Parameter Type Data Type nodcontant
Authorization fa87bb1e-51db-4ccd-a318-620a38b01f8e-1 Access token opranusauun-  header string - o
KNueHTa, Nony4eHHbLIN Yepes esponse Lode
ss0 @
Response Headers
externalld 32a6dd81-103a-4d3a-8e9b-0badb52815f6 BHewHun UUID 3anpoca Ha path string
HOBBIA cepTHhHKaT i “error®: "no response from server”

*Ecrn metoq BepHy”n oumnbky, To He06X0AMMO BOCMOb30BaTLCA 0OX0AHbIM PELLEHNEM



https://edupirfintech.sberbank.ru:9443/fintech/api/swagger-ui.html#!/Crypto/printEioUsingGET

Kpuntorpadusna
5.1 O6xoaHOE peLueHne, ecnm MeTo BEPHYI OLUNOKY.

KAK?
HanpasbTe 3anpoc Ha swmk supportdbo2@sberbank.ru no cneaytoLwemy Wabnony:

Konnerw, npuser!

Mpocbba BbiNyCTUTL cepTUdmKar.

Tecr

Client_id 111322
BICRYPTID="A005LT06s®am6620210"

externalld": "32a6dd81-103a-4d3a-8e9b-0badb528f5f6"
000 MNAPTHEP-662

Mocne Toro, Kak 3aABKa byaeT oTpaboTaHa, Bam b6yaeT HanpasaeH OTBET, YTO neyaTHana dopma cepTuduKkata cdopmmpoBaHa K 3anNpoc OTrNpPaB/eH B
YA0CTOBEPAIOLWMIA LLEHTP ANS NOATOTOBKM cepTUdMKaTa


mailto:supportdbo2@sberbank.ru
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5.2 MonyuuTte cTaTyc cepTudPukarta

KAK?

 Pecypc GET /vl/crypto/cert-requests/eio/{externalld}/state

« https://edupirfintech.sberbank.ru:9443/fintech/api/swagger-ui.html#!/Crypto/getStatusEioUsingGET

Iv1/crypto/cert-requests/eio/{externalld}/state Mony4eHune cTaTyca 3anpoca Ha HoBbIi cepTudukat ans EMO

Ecnu ctatyc PUBLISHED _BY_BANK - nepenguTte K criegyroLemy Liary

Response Body

{

"bankStatus™: "PUBLISHED BY_ BANK™,
“bankComment”: “Public Key D5: 6f5aldcefc@80863ec813e7cBBalbecad609c22b09440ee57dd308913743b90b9\naB34d19ed55866c9eBb903827F7d

“"channelInfo": null


https://edupirfintech.sberbank.ru:9443/fintech/api/swagger-ui.html#!/Crypto/getStatusEioUsingGET
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6. AktuBupymte ceptudukart POST /vi/crypto/cert-requests/eio/{externalld}/activate

29l /v1/crypto/cert-requests/eio/{externalld}/activate Axtueaumsn ceptudmkata ana EMO

https://edupirfintech.sberbank.ru:9443/fintech/api/swagger-ui.html#!/Crypto/activateEioUsingPOST
MonyuyaeM ycnewHbin Kog otBeTa - 200

Response Code

200

7. CkauaunTe BbinyweHHbin ceptudukat GET [vi/crypto/eio

/v1/crypto/eio Mony4yenwve kpuntonHdopmaumm ana EMO (KYLL, nons3oearenu v 1.4.)

https://edupirfintech.sberbank.ru:9443/fintech/api/swagger-ui.html#!/Crypto/getEioCryptolnfoUsingGET

Response Code

—c B otBeTe Response Body nonyyaem maccvB JaHHbIX ‘



https://edupirfintech.sberbank.ru:9443/fintech/api/swagger-ui.html#!/Crypto/activateEioUsingPOST
https://edupirfintech.sberbank.ru:9443/fintech/api/swagger-ui.html#!/Crypto/getEioCryptoInfoUsingGET

Kpuntorpadus &
8. Ckauaute (ckonupymnTte) ceptudmkaTt oTKpbITOro Kioua (bnok «certificatelnfos», none «cert») B TekcTtoBbi daun.

"certificateInfos": [

{
"issuer": "EMAILADDRESS=casbrf@sberbank.ru, CN=MAQ C6bepbaux YU (TECT Q), OU=[enapTamenT besonacHocTm (TECT), 0=
"serialNumber": "7A8F20A728A14E29A9F8",
"uuid": "2716bd9a-1583-46fd-a385-8e42168f6bef",

"active": true,

“cert":

1

8.1 MNpeobpa3zyuTe CTPOKY 3HaUeHUsa cepTudmrkarta B ctonbel.
KAK?

Notepad++ KomaHaa Replace

Find what: “\\r\\n”

Replace with: “\n*

Replace X

Find Replace Find in Files Find in Projects Mark

Find what : | \Ta\d v Find Next []

Replace with : | \n v Replace

In selection Replace All
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NMocne pobaBneHUss cMMBONOB
nepeHoca CTPOK, coaepxXxnmoe
cepTudmKaTa BbIrNAAUT, KakK cTtonbel,.

CoxpaHaeM noayyeHHbI Gaunn ¢
paclmnpeHrem *.cer

MIIEPjCCA+ugAwIBAgIKeo8gpyihTimp+DAKBggqhQMHAQEDAJCCAWSXGZAZBENY
BAgMEjc3INCzLtCcOL7RgdC6@OLLQSDEYMBYGAIUEBWWPALMU@IZQvtGBALrQstCw
MROWGAYIKoUDA4EDAQESDDAWNZ cwNzA4Mzg5Mz EmMCQGALUECQudeYPQuy4gelLQ
SNCy@LjQuoC+0LLQsCwgBLQUMTkxGDAWBEUGhQNKARINMTAyNz cwMDEZMFESNTEL
MAKGALUEBhMCU1UXKzApBgNVBAOMItCFf@IDQniDQodCx@LXRENCXOLDQvACEICTQ
0tCVBKHQoikxQzBBBgNVBASMOTCUBLXQVOCWOYDRgtCWOLZQtdC90YIgoLHQtdC3
OL7QvI9CwWAYHQvdC+0YHRgtC4ICjQotCVOKHQoikxMjAWBENVBAMMKACFRIDQNiDQ
0dCx@LXRgNCxOLDQVACEINCjOKYEKNCi@IXQodCiIFEPMSEwHWY IKoZIhvcNAQKB
FhJjYXNicmZAc2J1lcmIhbmsucnUwHhcNM)IwOTMwMDEWNT AwlhcNMIMxMIMwMDg x
MDI4WjCBtTEQMCEgGCSgGSIb3DQEIARYbQUWXWaWteS3Vebmvec292QHNIZXIiYWSr
LnJ1IMRMWEQYDVQQMDApWYXJ@bmVyNJYyMRMWEQYDVQQLDApWYXJI@bmVyNjYyMS Iw
IAYDVQQKDBNQntCe@14g01/QkNCgoKLQNdCVOKALN ] YyMQswCQYDVQQGEWISVTES
MCOGA1UEAWW]@KTQSNC8N3YyMDIgedjQVNGPN]YyMDIgel 7RgtGHN] YyMDIWZ jAF
BggqhQMHAQEBATATBgcghQMCALIQABgEqhQMHAQECAENDAARAb1OUZVWICGPSETSS
iKK8qWCcIrCUQOSX3TCIE3Q7KLmgNNGe1VhmyeC5A4] /FWOuKWKMKS §cAPPUWVIQ
WaieX60CARswggEXMBMGAIUdIQQMMAOGCCsGAQUFBWMEMA4GA1UdDWEB /WQEAWIE
8DA1BgcqhQMDewMBBBoMGEEWMDVMVDABCcOCkELDQVDY2MjAy0]jQnjASBgNVHRMB
AfSECDAGAQEAAgEAMBQGBYqFAWN7AWQECQYHKoUDA3sFBDAgBggqhQMHAQEBAQQU
MBIGByqFAwWICHWEGBYyqFAWICIwWIWHQYDVROOBBYEFImFEPkMOWqHp16hdGTYIzZK/
ofbDMDEGA1UdHWQ2MDQWMgAWoC6GLGhOdHAGLYS3d3dsLnNiZXJIiYW5rLnJ1L2Nh
L3R1c3RFMjAXMng1MDkuY3IsMBBGA1UdIWQYMBaAFER+sTIUNI8VPMx8c81kE7Fa
tnguMAOGCCqFAWCBAQMCAREATIXHIV20hwwq89LpNPESXI/ /tFC4vCuj2dwXTHFp
RUCLLYFUfsVsOP9nxJKIgXz0+b9ZUPVT4UoifnLMnuB/QA==

----- END CERTIFICATE-----
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8.2 [anee (ckonupymnTe) ckauyamTe LLenoUyKy KOPHEBbIX 1 MPOMEXYTOUHbIX cepTudukaToB baHKa.
NcnonbayeM 3HaueHusa us 6noka certsCA).

CERTIFICATE \r\nMIIEFTCCABSgAwWIBAgIIMDBDQTAXNTkwCAYGKoUDAgIDMIIBE jELMAKGAIUEBhMC\r\nUlUxLzAtBgNVBAoMItCe
CERTIFICATE \r\nMIIENTCCA+SgAWIBAgIIMDBDQTAxN jAWCAYGKoUDAg IDMIIBE JELMAKGATUEBRMC\ r\nUlUxLzAtBgNVBAoMItCe
CERTIFICATE \r\nMITENzCCA+agAwIBAgTIMDBDQTAXN jEWCAYGKoUDAg IDMITBE jELMAKGATUEBhMC\r\nUlUxLzAtBgNVBAOMItCe

CERTIFICATE \nMIIE7TCCBIqgAwIBAgIKdodel jUUTAsXvzAKBggqhQMHAQEDA jCCAXCcxGZAZBgNV\nBAEME jc3INCzLtCcOL7RgdC6
CERTIFICATE \nMIIFEDCCBL2gAwWIBAgIKdo4gnesMRx3 /s jAKBgeqhQMHAQEDA JCCAXcxGZAZBENVANBAEME jc3INCzLtCcOL7RgdCoH)
CERTIFICATE \r\nMIIHdDCCByGgAWIBAgIKdrQ86xS2EePCzDAKBggqhQMHAQEDA jCCAWQxGZAZBEgNV\r\nBAgME jc3INCzLtCcOL7R|

8.2 AHanornyHo cepTnudurkaTy nonb3oBaTens, npeobpasynTe KaXK Ayt CTPOKY B CTONGEL, 1 COXPaHUTE B pPaLLMpPEHUEM *.cer :
KAK?
Notepad++ KomaHaa Replace

BkntounTte oTobpaxkeHne ckpbiTbixX\HEMNEYATHbIX CUMBOJIOB.
TamMm, rge cTpoka HaumHaeTca c \r\n — caenanTte 3aMeHy
Find what: “\\r\\n”

Replace with: “\n*

TaM, rae CTpoKa HauyMHaeTca ¢ \n — caenanTe 3aMeHy
Find what: “\\n”
Replace with: “\n*
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9. YcTaHoBUTE NONyYeHHbIe cepTudmKaThl.

9.1 OTkpownTe cepTndmkaT (Monb3oBaTenst) OTKPbITOro
Knoya n yéegutechb, 4To Ha Bkragke «l1yTb
cepTudumkaLlmmy OTCYTCBYIOT Kakme-nmbo owmnbku, a He
Kak Ha CKpUHE 1 TaK e NPUCYTCTBYET MOJSIHas Lenoyka.

LA S

# CeptvdpukaTt_OTKpbLITOro_karoda.cer

n Cert 1.cer
n Cert_2.cer
s Cert_3.cer
n Cert 4.cer
s Cert_5.cer
n Cert 6.cer

wh Ceprudukar X

Obwwme Cocras [yTb cepTudmxkaLym

MyTb cepTudmkaym

1140 coepbar (TECT)|
~_ﬂJ MAO Cbepbank (Tect MOCT 2012 Q)
;,,J ©am66202 MMab6202 OT466202

MpocmoTp cepTudmkaTa

CocTosHue cepTudmkaTta:

B cepTudUKaTE COAEPKUTCR HEM3BECTHOE PACLUMPEHME, NOMEYEHHOE
KaK “KpuTuyeckoe”.
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10. ns ycTpaHeHWs owmnbKy KOPHEBOrO CepTUd MKaTa
ycTaHoBWTe Ha Baw 1K ceptnd nkaTtbl 13 apxvBa BO
BNOXeHUN «KOpHeBble.Zip».

™ ﬂ KopHeeble.zip\l

Anma

59 00CA0450 new.cer
| ] 00CA0329un.p7s

=9 00CA0329 new.cer

| a Ceptudmkar X

Obume Cocras [MyTb cepTUdMKELIM

MyTe cEpTUDMKALLMN

) NAO Cbepbank (TECT)
~{_g) MAQ Chepbanx (Tect MOCT 2012 Q)

EREA | DaM66202 VMa6202 01466202

MNpocMoTp CepTUDMKAETS

CocTosHue cepTudukaTa:

3TOT CEPTUDMKET ASMCTBUTENEH.
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_% Kpunrollpo CSP XK rollpo CSP oA

y I |

bezonacHoCTh Winlogon Hactpoikm 115 KpunTonposaiiepn r

11. Nob6aebTe cepTdMKaT Nonb3osaTens B RNy . WinloRn__SoToon TLS | KouMomORaEtt) | B o ot copraguecr B
nﬂﬂﬂl‘ T& UNU YEIXUTE pacnonoxadua [‘}Hﬁ Na YCTRHARMWBABMAOTD CapT I.I[')H Kata |

C ryptO P I'O KOHTERHEN 28KPMTOND KNsua |

3TH MaCTepa No3BONAINT NPOTECTHPOBATL, CKONWPOBAT: MM YOANHTE
KOHTEIHEP JEKPETONe KAI0Ya ¢ HOCHTENA.

° 3a I_IyCT MTe C ry ptoP ro MpoTecTHPORAT. .. YAAnuTh... Wmn chaiina capTudmkara:
CeprHbHKaTLl B KOHTEHEPE 3aKPLITOro KNKoYa | |

STOT MACTEp NOJBONSALT NPOCMOTPETE CEPTHOMUKATE, HEXOAAMUHCCA B

g .
KOHTEAHEP 3AKPLITOrD KNIOHE, W YCTAHOBNTE WX B XPAHWUNHLLE [ETe) %
° B KII a ,E' Ka C e pB VIC cepTudmkaTos. = LTKpBITS
MpOMOTPETL CEPTHADMRATL B KOHTENHEDE. .. Manka | Windows ~ [T
) Mnuswi ceprndmkat Vinea : flata wamenenn
. H dXMUTE « y CTaHOBUTb -ﬂ NYHbIN STOT M3CTep NOJIBONACT COMIATE CEPTHDMIET HI Daiina C KoHTeiHepoM w Cert_3.cer 30.09.2022 12:7
JAKPLITOMD KNKOYE, YCTAHOBHME 3TOT CPTHOMKAT B XPaHHNMLLE. 32 a Cert_d.cer 30.09.2022 12"
ceptndmkar... » — Bblbepute M Gicensce 30002022 121
o YCTAHOBMTL NHYHDIR CepTrduKar... | LglCert_6.cer 3008.2022 12 L
C q) O p M VI po B a H H bl VI pa H e e C e pT VI q) l/l Ka T % CEpTHAMKAT OTKPRITOMD KMKOHa.cer 30092022 11 v
Naponn 3aKpbTbi: Kook . . IleHa
OT KprToro KJ-I |-OL'I a 5 ST MaCTepa NOIBONAKIT WIMEHK b napone (TTIAH-Kob!) 3axine bix = " o ET
KITKOYEH MW YIANUTL 3ANOMHERHLE DEHER NaponK. un chaina: | | Otrpeite | PTb
Tun chasinoe: | Cerlificates (*cer orl;* pib; ple® pi ss; ~ QTmeHa r
WzmesnTh napon... YOanuTb 3an0MHEHHBIE NAPOIN...
[+ Toneka uTaHme

MopTan TexnoaaepMKu OK OTmesa FIpuMesuTh




Kpuntorpadus

Hanee

% MacTep yCTaHOBKM IMHHOTO CepThdukaTa

Pacnonoxchikne daina cepTHOHUKAT
CeeoMTe MM YESXKTE pacnonixeHne -:paﬁna YCTaHabNWbaeMoro COQTHQ:IHKEITEI

X 9 MacTep yCTaHaBKM TMYHOMO CRPTUOMKATA

CeprudMKaT NINA YOTAHORKMK I@
@ Mpocwmo 1 prie n eslepn s ceplnbnEaT WIH Y1 3HOBKR

CepTHDHKaT:
Mata afinz ceprupuKaTa: CyGobKi:
|(.::‘-Us ers\ 20266 /54 \ Deskloplleksand  CryplolCryplo- U‘-Cnyplot’mw"-’lnuaws“ O630p... MocTarmmkg

PopMat palfing MoXeT O4HKMM HI CNeOYIOLHK

©ain cepTrdukaTa - X.509 ( CER..CRT)

Coofwerme cTangapta PKCS #7 (P78, F7M _DER)
KPEHUIMLWLE CapranwaoBaHHEX cepTudrkaToe ((S51)
Dain cepTHDUKATE B kogupoeke Basetd ((LE4, 1X1)
Pain oimeHa IMUHOA wHchopMaguen FKOS 112 ( FFX, P12)

3ausuzaHee:
HexoTopha GropMaT iz3nnos MonyT COepXaTh B oiHomM dianne
fionae nfikoro cepruhukaTa

DeRcTorTencH ¢

LBACTBM 18I8H 1

CEpriHRR HOMBR

CiTmEnHa

Pamii202 MMAGG202 OT466202
E psberbank.nu, T=partnerféz, OU=partnerf62, 0=000 11

|S=?? r.Mocxea, L=r Moockea, MHH=007707083883, STREET="yn. BEagunoe

130 cenTafpA 2022 r 110500

|3':J aekatipa 2023 1. 11:10:28
|7AEF 20A7 2BA1 AE20 ADFS

Cuodciea..

Ofaop

v
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KoHTelHep 3aKpbITOro Kwua

¥ Macrep yTaHOEKM AWt HOMO cepTudikoTa > = MacTep yCTamoeam awaeoro coprwdcats
]
Hpeaniv g cop e on
KOoHTeRHED 3aKpuUITOro Knoua VEZHWTS SPAHRNALEE C2NTIWTHEITOR ANA YETAHOBKH SHIBRIHHOM pasas
BREMTE MK YKIXNTE KOHTARAHED 33KPRTOND KIKYE, KOTORGIA CODTRETCT BYaT CEp T M T,

3asepwenHne paboTel MmacTepa
BuiSpaHHoMy copTudukaTy

YCTAHOBKM NUYHOro ceprrudurara

Bl 1 y0L30 At W LA THREAAND T Pl
YeatarHelA paHes MNAF KENONE 2063 HUA KMDUSEEE KOHTAAHEPOR NONESCEATENR KNk

Bt Cop T g win s

A
KM KT B ONPSLENHET Bp00p HeoBno e sps MW cepivdnka e W i Cilbsers 20266754 Deskto
| |HaiiTw konTeiHep aBTOMaTINECKN ! CHoic T3 CepTIpI T3
_ i Mran g manimig) cop i o s Canfr Faachom) 1 D aaSE L7 W e 2017
(LT KNsdes0no KUFIQHHE‘D& ] i . €
] MUHOE ()OJ[‘PD .
| 05]]9 i Sn} i3, L=r Mocwus
i i D Jec T it Frima € 30 comTiem 2002 1 1105
| . 2oEaTem 0 fyemafipm 2023 ¢ 1110
| BoeneHsoe wMA Buibop kowTeiikepa - Kpunrollpo CSP KOMNERTERA IASF 20A7 28A1 48 oI g
| (@) Monwaosare| »
| M ¥CTEHOBWTE COPTHCDMKAT |UBNCHIKY CSPTHEHKITOE] B KOHTEHHSD -
. RGBT 0y T a7
Boiliop KNKUEEOND KOHTEfHeDa
Bufieputa CSP < Pl M « Haoaq FoTopo ] Orasesa
Crypto-Pro GOg B mncke nokasumary: |

() ipyokecToeHible HMRNE () YUHKaNGHbIe HMeHE !

CNHOOK KNKMEBBEE KOHTEAHEPOE NONb30BATENA: eHa

CuMTHIRATENS WA KOHTEHEA
[wpexiops shbol-conlainer cryplopro-Leste’

o] omes
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MpoTecTupynrte
4 Kpunrolpo CSP X 3 Teomporanne Kosiefkepa 2aKpeITOng KK | i) 51 ‘ I
& Winl H i TLS . KouTeRiep JakpsITore knioya . . .
LI AL il ol KpunTonposainepbl Boe/at & Wi YKami 1@ KOH T @iHEp JaKPBITONG KIKHa, KOTOps# HeobXomM E Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider anpawmnsast
OBwme O6opynopatine Cepeuc [ononwutenswo ANropuTMbI NPOTECTHRORTTH

naponks Ha KoHTeHHep

KoHTiHep 3KPLITONO KIKY2

3TH MACTEDA NO3BONMOT NPOTECTUPOBATD, CRONMPOBATL WK YIAIHTL CuuTbisaTens: HDIMAGE
KOHTeIiHeN 2aKPBITOrD KNKUA € HOCHTENA,

Hocutens: YHWKansLHOe MMA OTCYTCTBYET
lpoTecTHpoBark... CKONUpOBaTh. .. Ypanute... i )
WIMA KNIOUERND KOHTEIHEDa: KouTeiHep: ‘sbbol-container-cryptopro-tests’
CepTHDHKATH A KOHTEHAPE 32KPRITOMD KNKNZ ‘ OGzop
ITOT MACTE NO3BONAET APOCMOTPETH CRNITHDHKATH, HAXONAIIMECS B -
KONTRHHEDE JAKPBITOrD KMIOYA, W YCTAHOBMTE WX B XPaHWaHLe Bt WM 280881 RIseeol kossiHep: N cep iwiblikaly... Besgute naponke: | LAl L]
ceprnbnratos. (®) Monuaoearens
TIpOCMOTPETL CEPTUHUNATLI B KOHTEAHEDE. .. Ko BagonaciocTs Windows % |:| CoxpannTe Naponb B cUCTaME
Tyl cepTHhuKaT B
. } | Buibop ceptudukata
3TOT MaCTep NO3BONAET CBAIATh CepTHhMKAT 3 dailna c konTeliepom Buibep P P ¢
SARDLITOND ENEYY, YOTdHOBME 3101 CEpl“dJlﬂt'dT B XpdHHnWe. Boe ng
Bribepute ceprudukat ua xpaHunna “NluuHoe" Tekywero A BoibpaH A3bIK BBOAA, OTMIAYHBIA OT aHIMMACKOro
YCTaHOBHTD NUUHBIK CBpTHDWIET... nonL3oBaTena.
Fleporm e wmweel DamE6202 Mmr66202 OTu66202
S3TH MBCTEPE NO3B0AAKT MaMeHnTL Napoan (NHH-kogw) JarpwT bix Ll
KNWMEH MNK YANKHTH 33NOMHEHHBIE PAHES NAPONK. Wzpatens: MAO Coepbank YL (TECT Q)
TG P | YAMNTD 3NOMNEHILE DOMM... Aeiicrevrenen ¢ 30.09.2022 no 30.12.2023
OK OTtmena
MpocMoTpeTL CBOACTEA CepTUdMKaTa
MNopTan TexnoasepKm OK OTMera NprMERITL
o omesa
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MpoBepKa BbINOJIHEHA YCMELWHO.

¢ TecTupoBaHUe KOHTeiHepa 3aKpbITOro KAKYa

MpoBepka 3aBeplleHa yCnewHo owwmbok He obHapyKeHo A
KoHTelHep 3aKpbIToro KnYa nonb3oBaTens
Nms 'sbbol-container-cryptopro-test6'
YHUKaNbHOe MMS HDIMAGE\\nsbbol-c.001\5C44
FQCN \\.\HDIMAGE\'sbbol-container-cryptopro-test6'
MpoBepKa UenoCcTHOCTH KOHTeHHepa YCnewHo
Kniou obmeHa AOCTYNeH
[NIMHE KNoYa 512 ourt
3KCNOPT OTKPbLITOro KMya yCnewHo
BbIYMCIEHME OTKPLITOMO KAKOYa  YCMeWwHo
MMNOPT OTKPLITOro KIOYa yCnewHo
noanuch YCNewHo
nposepka yCnewHo
co3nakune Knoya obmera YCNewHo
3KCNOPT KNKua paspelueH
ANropuTM FOCT P 34.10-2012 DH 256 but v
FACT N DA AN ICE Gier mmmmsenrens = aflocns -
< >
Ckonuposatb 8 bydep obmena
loToBo OTMeHa
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dopmMupoBaHMe ganmxecTa AOKYMeHTa

1) dopmunpoBaHue gangxecra
OTNpaBnsieMoro AokyMmeHTa (pybnéesoe
nraTéXHoe nopy4vyeHue).

dann digest_rpp.txt

https://developers.sber.ru/docs/ru/sberbusi

nessapi/host/rpp/payments#format-
daydzhesta-rpp4

CdhopMMpOBaHHLIN JaNIKECT COXpaHUTE
Ha KoMmnbloTepe B dpanne ( ganee
noHagoouTca Ana KoMaHabl
dopMmnpoBaHus InekTpoHHou lNoanucn).

amount=1.21

date=2023-01-17
externalld=ee17342c-1232-4320-aca9-e736e49c8d3f
operationCode=01
payeeAccount=40702810038363663755
payeeBankBic=044525225
payeeBankCorrAccount=30101810400000000225
payeelnn=7709730320

payeeKpp=583501001

payeeName=06wecTBO C OrpaHN4YEHHOM OTBETCTBEHHOCTbIO
OO0 "POMALLIKA“
payerAccount=40702810940303423014
payerBankBic=044525225
payerBankCorrAccount=30101810400000000225
payerlnn=5051775164

payerKpp=770701001

payerName=000 "MNAPTHEP-662“

priority=5

purpose=0nsaTa 3aka3a Ne123. HAC HeT.


https://developers.sber.ru/docs/ru/sberbusinessapi/host/rpp/payments#format-daydzhesta-rpp4
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2) MoanucaHue panpyxecta gokymeHnTa 3N nonb3oBatens
JNeKTPOHHAaA NOANMUCL CO3AAETCA MO AANOKECTY CNeayoLen KOMaHaoun:

"C:\Users\20266754\Documents\CSP\cryptcp.exe" -signf -detached -dir "C:\Users\20266754\Desktop\Aleksandr\Crypto\Crypto-
3\CryptoPro\Windows\Materials\SBER_API| 2" -dn "CN=Mam66202 MMa66202 OT466202"
"C:\Users\20266754\Desktop\Aleksandr\Crypto\Crypto-3\CryptoPro\Windows\Materials\SBER_API _2\digest.txt" -hashalg
1.2.643.7.1.1.2.2 -pin 11111

OnuncaHne KoMaHAabl:

"C:\Users\20266754\Documents\CSP\cryptcp.exe“ — nyTb Ao ncnonHgemoro danna cryptcp.
"C:\Users\20266754\Desktop\Aleksandr\Crypto\Crypto-3\CryptoPro\Windows\Materials\SBER_API 2" — nyTb g0 co3aaBaemMbix ¢annos
"CN=dam66202 Nma66202 OT466202" - UMEHHOW OTNEYATOK CepTUPMKATA

"C:\Users\20266754\Desktop\Aleksandr\Crypto\Crypto-3\CryptoPro\Windows\Materials\SBER_API_2\digest.txt" - nyTb oo
copMMPOBAHHOI0 ganaXXecTa 4OKYMEHTA.
-hashalg 1.2.643.7.1.1.2.2 -pin 11111 - yka3aHue anroputMa wndpoBaHMa 1 NUH Koga AN9 KPUNTO KOHTENHeEpPa.
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B pe3ynbrate nonyuyaem panpyxect 31, pesynbtupylowm dann nognucu nonb3obartens digest_rpp.txt.sgn

Hwxe npeacraeneHo copepXXnumoe ¢ AeMoHCTpaumen TpebyeTca 3aMeHUTb NepeHoc CTPOoK KoMmaHpou \n Ha \\n
CKPbITbIX CAMBOJIOB NepeHoca CTPOK.

MIAGCSgGSIb3DQEHAQCAMIACAQEXD]AMBygahQMHAQECAGUAMIAGCSGSIb3DOEEEE

AQAAHYIEJ‘I‘CCBCECAQEWg-gF'!MIIEIazEbMBkGAlUECRwSNz-:gULMuEIJz@thBULIQﬁ Replace

=tCuMRgWFgYDVQQHDA/ 0=y 7QnNC+0YHQuECY0LAXG] AYBggqhQMDgOMBAR TMMDA 3@l Find Replace Find in Files Find in Projects Mark

NzA3MDgzODkzMSYWwJAYDVOQJIDR3RgSCIVLI DOkt CwiLLOUNCTOL7QstCwL.CDOECA BT

OTEYMBYGESqFAZQBEGOXMDT 3NZAWMTMyMT k1MQswCQYDVQOGEWISVTErMCkGA1UEER Eind what : [T v Find Next

CagwiDJI/QkNCe INChOLIQEAGAILHEsNCI0LogKNCi0TXQodCi KTFDMEEGA ] URCww &l N :

0JTQtdAC/0LDRGNGCOLDOYNC 1 0L3Rg 1 DOsdC1 0LEQvEC/ 0LDRgACS 0T, TRgdGC0 Lyl Replace with : | \\n » S———

KNCi0JXQodCiKTEYMDAGA ] I]F‘.l’-\'du[‘.ﬂJ/QI(NCQTNC?’]OT.HQI’.(‘IGAUT.HQ.“S.‘-I['ZEIOT.c')gﬂKFQ.' =

piRAo0KLQ1dChOKIgUSkx ITATBgkghkiG9WOBCQEWEMNhc2 JyZkBzYmVyYmFuay Syl In selection Replace All

dQIlKeo8gpyihTimp+DAMBggghQOMHAQECAgUAOL [ICPzAYBgkghkiGOwOBCOM=CwY JIR

B O Az LM anCRUCSUCS oM Cleadovard drecn Repace Al n Al Oened
C J/ LWoZNOPog 9WURY rESEDI wgh0Q8 1d jCCADIGCyqGIlNE Documents

SIL3DQEJEAIVMY IBWTCCALOwggGEMI IBLTAKBggqhQMHAQECAGQUReER YN £ x 8wl [ |Match whole word only

gSTIgmm/tjT5wZalRalzV8vboZKxXXdwggGDMI IBc6SCANSwggFrMEswGQ YDV TINE I_IMaTch case Close

DEI3NyDQsy7QnNC+0YHQutCy0LAXGDAWEGNVEBACMDIC 2Lt CcOLTRgdC60LLY s DE ala

MBgGCCqFAWOBAWEBEgwwMDc 3MDCcwODM4 OTMx%J§ AkBgNVBAKMHAGD 0 LsuINCS 0 LD Wrap around

5tC40LvQvtCyOLASINCOLJESMRGWFGYFKOUDZAESDTEWM ) c3MDAXMz IxOTUXCzAJME Search Mode 7] Tramaparancy
BgNVBAYTAL JVMSswKQYDVQQKDCLONn CQ0J4g0KHQsdC10YDDsdCwiL3gui AcOKLOEE ~
1dChOKIpMUMWQQYDVQQLDDrQ1INC10L/QsNGAOYLYSNCE 0LXQvAGCINCxOLXQt 9C+ il () Normal (®) On losing focus
0L/QsNGBOL3QvtGB0YLOuCAcOKLY1dChOKIpMT IwMAYDVOQODDCRQn 9CQ0T4g0KHOEE (@) Extended (\n, \r, \t, \0, \%...) () Always
=dC10YDQ=dCwOL3QuiDQo9CmIC) ot CVOKHQo i BRKTERMBAGCSGGS Ib3DQEJARYSEE (O Ragulsr axpression _ matches newline i
Y2Fz¥nImQHNIZXTL¥WS rLnd 1Agp6] yCnKKFOKandMioGCCqFAwCBAQEBBED INCEg R -

hEnKAUBz 8K/ Pn930hbM1 £2g1GoNkR] c2vTHXAyrj9tei /AW/ TcBSr79x 5L %c0gHnilE .

Y 4Vu5HWS S SvuE OKARALANAN T Yeplace All: 24 occurrences were replaced in selected text

B utore nonyyaem nognuck B CTPOKY (string). B KoHUe cTpoku ypanuTte \n — ecnu octanocs.
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3) ®opmMuMpoBaHMe 3anpoca B baHK:
https://developers.sber.ru/docs/ru/sberbusinessapi/host/rpp/payments#primer-zaprosag84

PaHHee cdhopMupoBaHHyto 3l TpebyeTca nponmcaTb B 3anNpocC B CEKLUN:
"digestSignatures":[ { "base64Encoded": “BCcTaBUTb INEKTPOHHYIO Moanuch”

[anee TpebyeTtca 06beanHUTb ganaxxect PN n nonyyeHHbin ganaxect LM, Becb NoNy4eHHbIN 3anpoc TpebyeTca nepeBecTy B CTPOKY,
y6GpaB NepeHoc CTPok - \r\n 3aMeHuTb Ha NycTOo)
MonyyaeM Teno 3anpoca:

{ "amount": 1.21, "date": "2023-01-17", "externalld": "ee17342c-1232-4320-aca9-e736e49c8d3f", "operationCode": "01", "payeeAccount": "40702810038363663755",
"payeeBankBic": "044525225", "payeeBankCorrAccount": "30101810400000000225", "payeelnn":"7709730320", "payeeKpp": "583501001", "payeeName": "Obuwectso ¢
orpaHu4yeHHol oteeTcTBeHHOoCTbi0 000 \"POMALLKA\"", "payerAccount": "40702810940303423014", "payerBankBic": "044525225", "payerBankCorrAccount":
"30101810400000000225", "payerinn": "5051775164", "payerKpp": "770701001", "payerName": "O0O0 \"MAPTHEP-662\"", "priority":"5", "purpose": "OnnaTa 3aka3a N2123.
HAOC HeTt.", "digestSignatures":[ { "base64Encoded":
"MIAGCSqGSIb3DQEHAqCAMIACAQEXDjAMBggghQMHAQECAgUAMIAGCSqGSIb3DQEH\NAQAAMYIELzCCBCsCAQEwggGAMIIBcDELMAKGA1UEBhMCUIUXGDAWBgNVBAgMDzc3\n
INCcOL7RgdC60LLQsDEZMBCcGA1UEBWwWQOLMuINCcOL7RgdC60LLQSDENMCUGA1UE\nCQwe0YPQuy4g0JLQsNCyO0LjQuIC+0LLQsCwgOLQuIDE5SMTswOQYDVQQDDDLQN9CQ\n0J4g0
KHQsdC10YDQsdCwOL3QuiAoOKLQtdGBOYIg0JPQntChOKIgMjAXMiBRKTE7\nMDkGA1UECgwy0J/QkNCeINChOLHQtdGAOLHQsNC90LogKNCiOLXRgdGCINCTO0J7Q\nodCilDIwMTIgUSk
XxMDAuBgNVBAsMJ9CjOLTQvtGBOYLQvtCyOLXRgNGPOY7RidC4\nOLkgOYbQtdC90YLRgDEaMBgGCCqFAWOBAWEBEgWwWMDc3MDcwODMA4OTMxGDAWBgUq\nhQNKARINMTAyNzcw
MDEzMjESNTEhMB8GCSqGSIb3DQEJARYSY2FzYnJmQHNIZXJi\nYW5rLnJ1Agp7BrBxDqOHI9FyMAwWGCCqFAwWcBAQICBQCggg) EMBgGCSqGSIb3DQEJ\nAzELBgkghkiGOwWOBBWEWHAY)
KoZlhveNAQkFMQ8XDTIzMDExNzE2MDIOOVowLwYJ\nKoZlhveNAQKEMSIEIDs3pii7ZzqWwRdIWn7omdx2XGwvvWAwUIRptCRzQR7EMIIB\n1wYLKoZIhveNAQkQAi8xggHGMIIBwjCCA
b4wggG6MA0GCCqFAWCBAQICBCBSHZAD\nC5B3X9tN6+9YWRNLzd020Qx0f0+2f3EjNH5MnTCCAYgwggF4plIBADCCAXAxCzAJ\nBgNVBAYTAIJVMRgwFgYDVQQIDA83NyDQnNC+0YH
QutCyOLAXGTAXBgNVBACMENCZz\nLiDQnNC+0YHQutCyOLAxJzAIBgNVBAKMHtGDOLsuINCSOLDQstC40LvQvtCyOLAs\nINCOLIAXOTE7MDkGA1UEAwwy0J/QkNCelINChOLHQtdGAOLHQ
sNC90LogKNCiOLXR\ngdGCINCT0J7QodCilDIwMTIgUSkxOzA5BgNVBAoMMtCfOJDQniDQodCx0LXRgNCx\nOLDQvdC6ICjQotC10YHRgiDQk9CeOKHQoiAyMDEYIFEpMTAWLgYDVQQLD
CfQo9CO\nOL7RgdGCOL7QstC10YDRj9GO0YNQuUNC5INGGOLXQvdGCOYAXGjAYBggghQMDgQMB\nARIMMDA3NzA3MDgzODkzMRgwFgYFKoUDZAESDTEWMjc3MDAxMzIxOTUXITAfB
gkg\nhkiGO9wWOBCQEWEMNhc2JyZkBzYmVyYmFuay5ydQlKewawcQ6tByPRcjAKBggghQMH\nAQEBAQRAP6K08SNi39LMHpsqN3gUEehVqg+pNKIllhju3eQzoMWb8yDumkpOkV8Cm\nly
Zh02GxIPOkgsMoWIbsEHk+f5dx7QAAAAAAAA==\n", "certificateUuid":"167398cb-edf8-401d-aa7d-c6f3b19c724e" } ]}


https://developers.sber.ru/docs/ru/sberbusinessapi/host/rpp/payments#primer-zaprosa84

Kpuntorpadus

4) OTnpaBKa nognucaHHoro gokyMmeHTa Pl B 6aHK (py6GnEéBOro naaTeXXHOro Nnopy4yeHuns)
Swagger https://edupirfintech.sberbank.ru:9443 fintech/api/swagger-ui.html#!/

Payments : Pyonéesie nnaréxHbie nopyyeHus

/vi/payments

Show/Hide @ List Operations = Expand Operations

Coananue pybnésoro NNaTéxHoro nopy4eHns
Parameters
Parameter Value Description _Fr’?praemeler Data Type
Authorization 285ddb81-d1e0-4a12-8bea-06ca07c983b2-1 Access token header string
oprasu3ayuu-
KnueHTa,
nony4eHHbIH
yepes SSO
payment {"amount":"301.00","date":"2822-10- ~  MNnatéxHoe body Example Value
e7","externalld":"22b33456-91e9-4ble- nopyu4exue :
ad93-

cddfbf24fc22", "operationCode”:"81","pa
yeeAccount":"406702810938000035759", "pa

yeeBankBic":"044525225", "payeeBankCorr
Arcount” :"3A1A1R1A4AAAAAAAA 225"  "navesa

Parameter content type: | application/json v

1,

"externalld"”: "22a6dd81-1@3a-4d3a-8e9b-Bbadb527f5f6",
"incomeTypeCode™: "2,

“number”: "19,
"operationCode": "02",

"payeeAccount": "40802810600000200000",
"payeeBankBic": "044525225",

“payeeBankCorrAccount™: "30101810400000000225",
“"payeelnn™: "7707083893",

"payeeKpp": "222201001",

“"payeeName": "0BuwecTEO C OrpaHWYEHHOW OTEBETCTEEHHOCTER
"naverArconnt” - "ARRAIRTARAARAA IAARRA"T


https://edupirfintech.sberbank.ru:9443/fintech/api/swagger-ui.html#!/

Kpuntorpadus

MNMonyyaem oTBeT:
Cratyc DELIVERED He KOHeuHbI, oxumaaeM 06paboTky AOKYMEHTa.

Response Body

“number”: "53",
"date": "2022-10-07",
"digestSignatures”: [
{
"certificateUuid": "2716bd%a-1583-46fd-a385-8e42168f6bef™,
“"baseb4Encoded": "MIAGCSqGSIb3DQEHAqCAMIACAQExDjAMBggqhQMHAQECAGUAMIAGCSGGSIb3DQEH\nAQAAMYT
}
1,
“bankStatus”: "DELIVERED",
“bankComment™: null,
"externalld™: "22b33456-91e9-4b10-a093-cddfbf24fc22",
“amount": “301.00",
“operationCode": “01",
"deliveryKind": null,
“priority”: "5",
“urgencyCode”: “NORMAL",
“voCode": null,

"purpose”: "B Tom uucne HOC 20 ¥ - 58.83 ovbnen.".

Response Code

201



Kpuntorpadus &

5) MpoBepsaeM cTaTyc oTrpaBleHHOro AOKyMeHTa. McnonbayeM mMeTop,

Iv1/payments/{externalld}/state Mony4eHue cratyca pybnéeoro nNaTéxHoro NOpy4eHns

3anosiHAeM napaMeTpbl U OTNpPaBAAEM 3anpoc:

Parameters
Parameter Value Dascription Parameter Type Data Type
Authorization 285ddb81-d1e0-4a12-8Bbea-06cal7c983b2-1 Access token opranimsaunn-  header string
KNWEHTa, NONy4YeHHbIN Yepes
SSO
externalld 22b33456-91e9-4b10-a093-cddfbf24fc22 | BHewHWh UUID nnarexHoro  path string
NOpPYy4YEHNA

Monyuyaem ycnewHbirt oteet - ACCEPTED
Response Body

{

"bankStatus™: "ACCEPILDT,
"bankComment™: null,
“channelInfo": null,

“crucialFieldsHash": "1e876294c0e63653b82a6433d67702ba"

Fissporan Case Py6nésoe MnatéxHoe MopyyeHne noanncano 3 1 oTnpaBneHo B 6aHK.

200



